7. BE3IIEKA TA 3AXUCT KOMII'IOTEPHUX MEPEK

besnexa mepexci (Network security) — 3axoam, SKi 3axXUIIaOTh 1HPOPMAIITHY
MEPEXKY Bl HECAHKLIIOHOBAHOT'O JTOCTYITY, BUIIAIKOBOIO 400 HABMUCHOI'O BTPYYaHHS
B HOpMaJibHi Aii a00 Hamaranb pylHyBaHHS ii KOMIIOHEHTIB. besneka iHpopmartiitHoi
MEpEeXi BKIIIOYAE 3aXUCT OOJaJHAHHS, IPOrpPaMHOTO 3a0e3MeUYeHHs, JaHUX 1 Iepco-
Hay.

CporojiHi BCl WIKJIMBI IPOrpaMy Ha3UBaIOTh BipycaMu, Xo4a 1€ HE 30BCIM KO-
pektHo. Ile ckopimre neBHa ,,toproBa Mapka”. Jlaboparopiero Kacnepchkoro cTBope-
Ha JOCHUTh BEJMKA BIpyCHa EHLHMKIONEIS, Ky MOYKHA MPOIJSHYTH HAa CTOPIHII
http://www.viruslist.com/index.html.

Ockinbku B cdepy yBaru iHpopmariiiHoi Oe3meKd BCi YacTille MOMagaroTh
OUIBII cepilo3H1 pedl, HIXK 3BUYaiiHl BIpycH, (axiBLil 3 KOMI'FOTEPHOI0O 3aXUCTY BBEJIH
TepMiH malware — "3710BMUCHE mporpamHe 3a0e3neueHHs ", IKUM MO3HAa4aloTh Oyab-
AKAWA KOJ, 110 HAHOCHUTH IIKOAY KOMII'FOTEPY UM MOro BIACHUKY. [l omopy mocs-
raHHsSIM Ha IpUBATHY 1H(OpPMAILIiI0 KOpUCTyBada, HEOOXiaHa TIMO0Ka 1 J0Ope mpoy-
MaHa cucteMa 00OpOHH, IO CKIAJA€E 3 ACKUIbKOX Oap'epiB M1k 3JIOBMUCHUM IIpOrpa-
MHUM 320€3I€YEHHM 1 CUCTEMOIO.

3axXHCHI TEXHOJIOTII O PIBHIO PO3BUTKY HE OOTaHSIOTH 1H(OpMAILiiHI TEXHOJIO-
rii, a BAyTh caigoM 3a HUMU. JlOKM HeMae 3arpo3u, HIXTO He Oy/ie BUTpavaTu 3yCuJ-
JI51 Ta KOILLUTH JJI 3aXUCTY.

[Tpu BupimenHi npobiem Oe3neku MOTPIOHO OIIHUTH BAXKIUBICTH TOTO, IO BU
HAMaraeTech 3aXUCTUTHU JJIs BaC 1 JJIsl MOTEHLIMHUX KpajiiB. O4eBUIHO, IO I[IHHICTh
1H(popMarlli Ha KOMIT I0Te€pl 3BUYailHOI0 KOPUCTYyBaya, cepBepl Oanka un LleHTpansb-
HO1 BUOOPYOI KOMICil pi3Ha.

OcHOBHI 3arpo3u O€3MeKu: BIAKPUTTA KOH(IACHLIIMHUX NaHUX, BTpaTa 4d IO-
IIKO/KCHHSI JaHUX, 3MiHA JaHUX, BIIMOBAa B OOCIyrOBYBaHHI, IOMIJIKH MTPOTPaMHO-
ro 3a0e3nedyeHHs Ta BIAMOBA B1Jl 3000B’A3aHb.

[To nanum 3BiTy KypHairy Computer Economics, 110 BuiiiioB B ciudi 2006 poky,
¢inaHCcOB1 30MTKHU Bif BipyCiB B CBITI (TUIbKHA BUTPATH HA BIJHOBIEHHS 1HPPACTPYK-
Typu) B 2005 poui cknanu npubnuszHo 14 mupa. gonapis, a o ouinii ObP cykymnni
30UTKH B IIbOMY X POLI CKJIaIK 63 MIIpJ. 10J1apIB.

7.1. IcTopisi po3BUTKY 3JIOBMHCHUX NPOrpam

[TpooOpazom cydacHUX BipycCiB MOKHA BBa)kaTH mporpamy ,,JIapBin”, sika 3’siB-
wiacb me B 1962 pomi. Came Tomi iHXXKeHepH amepuKkaHcbkoi kommanii Bell
Telephone Laboratories B.A. Burorcekuit, I'.JI. Makinpo#t ta P. Moppic ctBopmim
rpy, 10 CUMBOJII3yBaja iJIel0 BIYKUBAHHS 1 PO3BUTKY MPOTPAMHUX KO/IIB, CTBOPIOBA-
HUX TpaBUsIMH. ['pa nependavana HassBHICTH B MIaM’sITI 0OYUCITIOBAILHOT MAITUHU TaK
3BaHOTO CYNEPBI30pa, sIKWW BU3HAYAB MPABUJIIA 1 MOPSIOK OOPOTHOM Mik COOOIO TPO-
rpaM CYNpPOTHUBHUKIB, CTBOpIOBaHUX TpaBisiMu. [Iporpamu mamu ¢yHKIii moci-
JDKEHHS TIPOCTOPY, PO3MHOXKEHHS Ta 3HuIeHHA. CeHc rpu OyB y BHJIaJEHHI BCiX KO-
i mporpam CynpoTHBHUKA 1 3aXBarti ,,I0JIs1 OUTBU .

Bxe B 70-x pp. Oynm 3apeecTpoBaHi mepiii CHpaBkHI BIpyCH, 3[aTHI IO PO3-
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MHO>KEHHSI, 1 HaBITh OTPUMAaJM BiacHl iMeHa: Benukuil komn totep Univac 1108 3a-
xBopiB BipycoM Pervading Animal, a Ha xomm totepax cimeiictBa IBM-360/370 —
Christmas tree. Ha mouyatky 80-X KiTbKiCTh aKTUBHUX BIPYCIB HajiuyBajia COTHI, a
IPU MOSIB1 NEPCOHATBHUX KOMIT FOTEPIB — TUCSYI.

TepmiH ,,xomn’t0TepHUI Bipyc” 3’siBuBCs B 1984 poui, ioro Boepiie BUKOPHUC-
TaB B CBOii 0MOBiAl MO iH(QOpMatiiHii 6e3mnemni cniBpoOiTHUK Jlexilichkoro yHiBep-
cutery CIIIA @. Koen.

Ha Teputopii 6ysmoro Pagsacekoro Coro3y Bipycu 3’sBUIHCH Bike B 90-X po-
Kax, ajie CIOYaTKy He OTPUMAIIU IIUPOKOIO PO3MOBCIOIKEHHS.

[lepma cepiio3na emigemis, sika MpUBEpHYJa A0 MpoOieMu BipycCiB yBary BCi€l
CBITOBOT cHinbHOTH, cTanacst B 1996 poui. Ii Bukmukas Maxposipyc Cap, skaii po3mo-
BCIOJUKYBABCS B JIOKyMeHTax Microsoft Word. Momy Bnanocs mapaltizyBaTi poGoTy
JIECSATKIB KOMIIAH1i 10 BCbOMY CBITY.

EnextpoHHa nomTa 1 Internet cranu igeanbHUM CEPEAOBUILEM AJI PO3MOBCIO-
JOKEHHS WKIIIUBUX KOAIB. Skmo B 1999 poui nume 50% BipycCiB mOTpamisuid B
KOMIT'FOTEp 4epe3 eNeKTPOHHY IMOIITY, TO ChOTOHI 11e mpudau3Ho 95-98%. [lons Bi-
PYCIB, 1110 IEPEIAIOTHCS Yepe3 TUCKETH 3apa3 HE3HAYHA.

@axiBul 3 1H(pOpMaLiiiHOI O€3MeKH BIAMIYAIOTH 3MIHY HAIPSMKY Y PO3BUTKY
WKUIMBUX TporpaM. CrovarKky BIpyCH MUCAIHCh AJIA 33J0BOJICHHS, @ OCHOBHA METa
ChOTOJH1 — OTPUMAaHHS NPHOYTKY.

[To ganum €srenis Kacnepcbkoro, 3a 2005p. mpubnu3HO BABIYI 301IbIIMIACH
KUIBKICTh TPOSIHCBKUH MpOrpam 1 MpUOJIM3HO HA CTUIBKH K 30UIBIIUBCS PO3MIP aHTH-
BipycHux 6a3. Tinpku 5% BCIX MIKIAIMBUX MporpaM OyJio HamucaHe ISl 3aJ0BOJICH-
Hi, 75% — nnsa orpumanHs rpowei, 20% — i1 000X LUIEH.

7.2. Orasia WIKiVIMBUX POrpam

YMOBHO 1 HalOUIBII TPYOO BIpyCH MOKHA PO3JIIITUTH HA IPOTPAMHI 1 CKPUIITOBI.
[lepuri mpencTaBisitoTh COOOI OKpeMi, aBTOHOMHI CaMOPO3MHOXKYIOUl MPOrpamH,
4acTo 3 JIECTPYKTUBHOIO Hi€t0. ,,CKpUINTOBI” — HE SBJISIOTHCS OKPEMUMH IMpOrpama-
MU, a € HaOOpOM THCTPYKIIil JuIst sSiIKOick 3 momyisipHux mporpam (Internet Explorer,
Microsoft Office i 1.11.). 3aranpHa puca BCiX CKpUNT-BIPYCIB — MPUB’A3Ka JI0 OJTHIET 3
BOY/IOBaHUX MOB IIPOrPaMyBaHHS.

B 3anexxHoCTI BiJ cepeoBuIla iCHyBaHHS PO3PI3HSAIOTh HACTYITHI THUIU BIPYCIB:

e ®dailoB1 — BIPOBAKYIOTHCS B IIPOTrpaMHi, CUCTeMH1 Ta ¢aiiiu apaiiBe-
piB. [lounHaroTh PO3MHOXKYBATUCA MPU KOKHOMY 3aIlyCKy IPOrpamMH Ha
BUKOHAHHS.

e 3aBaHTaXyBaJIbHI — 3apa)kar0Th 3aBaHTAXYBAJIbHUU cekTOp nucky (Boot
cexkTop) abo CeKTop, 0 MICTUTh IMPOrpaMy CHUCTEMHOI'O 3aBaHTa)KyBada
BiHuectepa (Master Boot Record). Bipyc 3amiiae co6oro 3aBaHTaxKyBa-
JBHY MPOTpaMy, BiJpa3y MOTpaIvisie B ONEPaTUBHY MaM'sTh 1 MICJs 3aBaH-
Ta)KEHHsI OTEePaIiifHOT CUCTEMHU 31HCHIOE KEPYBAHHS KOMIT FOTEPOM.

o ®DaiinoB0O-3aBaHTAXYBAIbHI — MOXYTh BHOCUTHUCS K B IIPOTPaMH, TaK i B
3aBaHTaXyBaJibHI cexTop. Lle Tak 3BaHi momiMoOpQHi Uu CTeNC-BipyCH.
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e MakpoBipycu — BHOCSTBCS B (pailin JAOJATKIB, SKI MAarOTh CBOIO MOBY
nporpamyBanHs. L{e mokymentn Word, Excel Ta iH.
e MepexHi — PO3MOBCIOIKYIOTHCS 10 KOMIT FOTEPHIN Mepexi.
ITo crocoOy po3MOBCIOKEHHS MPOTpaMH MOXKHA PO3IUIMTH HA: KOMII FOTEpHI
BIpYCH, MEpeXKH1 XpoOaKu Ta TPOSHCHKI MPOrpamu.

7.2.1. Komn’orepHi Bipycu

Komn’romepnuii 6ipyc — 1€ HEBelMKa MO po3MipaMm mporpama, sika MOXKe camo-
CTIHHO PO3MHOXKYBATUCH, “TPUNHCYIOUN” ceOe 10 IHIIMUX MporpaM, TUM CaMHUM 3a-
pakaroud iX, a TaK0>XK BUKOHYBATH Pi3H1 HeOaXkaHi J1ii Ha KOMIT IOTep.

[Tporpamy, B sIKiii 3HaXOAUTHCS BIpYyC Ha3UBAEThCA “‘3apasicenoro”. Komu taka
nporpama MOYMHaE MpaloBaTH, TO CIIOYATKY YIPaBJiHHA OTpUMYE Bipyc. Bipyc 3Ha-
XOJIUTh 1 “3apa)kye” IHIII MNPOrpaMu, a TAaKOX BUKOHYE 1HII LIKIAAWBI Ali (Harpu-
KJIaJl, MOLIKOKYe (haiau, ud TaOJMII0 po3MilleHHs (ailiB Ha IUCKY, ‘“3acMiuye”
OTepaTUBHY MaM’ITh 1 T.J.). JIOKM Ha KOMIT 10Tepi 3apakeH1 BIIHOCHO MaJio Iporpam,
HasIBHICTh BIpyCy MOXe OyTH NMPAaKTUYHO HEMOMITHOIO. AJie, yepe3 JesKUi yac Ha
KOMIT FOTEp1 NMOSABIIAIOThCA HeOaxkaH1 moAll. Hanpukian: nesiki mporpamMu nepecTaroTh
IpalioBaTh, Y MOYMHAIOTH MPAIlOBATH HENPABWIIbHO; Ha €KpaH BUBOASTHCS CTO-
POHHI MOBIJIOMJICHHS, CHMBOJIM 1 T.J.; poOOTa Ha KOMII FOTEP1 CYTTEBO CIHOBUIbHIO-
€ThCS; 1K1 (pailiv BUSBIISIIOTHCS MOMIKOXKEHUMH 1 T.11.

i Tunu BipyciB (pakTUYHO BTpaudaroTh cBOI no3uii (B 2005p. 3aiimanu npubiu-
3HO 5%) 1 BIJAAI0Th NEPILICTh OB (PIHAHCOBO-OPIEHTOBAHUM.

7.2.2. TposiHCbKi IporpaMu

TposiHCBKI MpOrpaMy, YU MPOCTO TPOSIHUI — IIKIUIMBI MPOTrpaMu, sIKI cami He
PO3MOBCIOJKYIOTECS, @ MACKYIOUHCH 1] MOIYJISIPHY HpOrpaMy, CIIOHYKatTh KOpHUC-
TyBayiB IE€PENKUCATH Ta BCTAHOBUTH LIKIIHUKA HA BIIACHUI KOMII FOTEP CAMOCTINHO.

ITo BUKOHYBaHUM [iIM TPOSIHCHKI IPOrpaMu MOKHA YMOBHO PO3JLJIUTH Ha

® VTWITH HECAaHKIIOHOBAHOTO BIJIaJICHOTO aJMIHICTPYBaHHS — JO3BOJISIFOTH

3JI0BMUCHMKY B1JIJAJIEHO YIPABIIATH 3apa’k€HUM KOMII FOTEPOM;
e yruiitu s npoBenenns DDoS-atak (Distributed Denial of Service — araku
THUITY ,,BIIMOBa B 0OCITyTOBYBaHH1) — BUOHPaOTh 1H(POPMAIlIHI PECYpCH Ke-
PTBHU, B pe3yJIbTaTi YO0 CUCTEMa IMEepecTae BUKOHYBATH CBOi (DYyHKIIIT 1 cTae
HEJOCTYITHOIO;
® [INUTYHCHKI MPOrpaMu — TAEMHO HArJIAJal0Th 3a AISIMM KOpUCTyBaya 1 3aIlu-
CYIOTb B CBI{ JKypHaJI I[1KaBi JJ1s 37IOBMUCHHKA JIaHi,

® pEKJIaMHI MPOTpamMu — JA03BOJSIOTH BOyAyBaTH pekjamMHi 00 sSBU B 4acTO BU-
KOPUCTOBYBaHI1 J0JIaTKU;

® [porpaMu MOJ3BOHY — HaMararThbCs 3a JOMOMOIOI0 MOJEMY 1 Tene(OHHOT
JiHIT TOA3BOHUTHUCS JI0 TIJIATHOTO CEPBEPY 1 3aCTAaBUTH KOPHUCTyBaua 3aria-
TUTH TIOCIIYTH;

® CepBepH PO3CWIKHU CIIaMy — JIal0Th MOXJIMBICTh nepeTBopuTu uyxuil [1K B
CEpBEP PO3CUIIKHU CIIaMYy;
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e (0araTOKOMIIOHEHTHI TpOSHIII-3aBaHTaXyBadl — MepenucyoTh 3 Internet i
BCTAQHOBJIIOIOTHh B CHCTEMY 1HII MIKIJUTHBI KOJW YU JJOJIATKOBI KOMIIOHEHTH

Po3pi3HSAI0Th TPOSHCHKI MPOrpaMH, SKi MOCTIHHO 3a0€3MeUyr0Th JOCTYII J0 3a-
PaXKEHOTO0 KOMIT IOTEpa, TPUMAIOUX HAa HhOMY BIAKPUTHI MOPT TPAHCIIOPTHOTO TPO-
TOKOJIy Ta MPOTrpaMu, SKi HE TPUMAIOTh BIOAKPUTUX MOPTIB. OCTaHHI MEPECHIIAIOTH
3JI0BMUCHUKY TIEBHY 1H(OpMaIlil0, HAPHUKIaa Hapoiai abo Kormii TeKCTIiB, 1Mo Halu-
paroThes 3 KilaBlaTypHu.

Pict KiIBKOCTI MIOMICSYHO 3HANACHUX HOBUX MOAMQIKAIIN TPOSHCHKUX TPO-
rpam 3a nepiri micth micsiis 2006 poky ckiaB 9%.

7.2.3. MepexHi xpodaku

MepexHi Xxpobakyd He 3MIHIOIOTH (Dailyini Ha JUCKax, a PO3MOBCIOKYIOThCS B
KOMIT IOTEpPHINA Mepexi, BIPOBAKYIOTHCS B OMNEPaliiiHy CUCTEMY KOMII IOTepa, 3Ha-
XOJIATh aJIPECH 1HIIUX KOMIT I0TEPIB 1 pO3CUIIAIOTH 110 LIUM aJIpecaM CBOi KOIIii, BUKO-
PUCTOBYIOUH pI3HE CEPEOBUIIE PO3MOBCIOIKEHHS.

Bipycu-xpobaku MarOTh MaHEpH CIPABXKHIX XaKepiB, HAXOASYM JIPU B OOOPOHI
MIKJIFOYEHUX 10 MEPEeK1 KOMIT IOTEPIB 1 MPOHUKAIOYH B O€33aXHUCHI TTOPTH.

Internet-xpobaku po3noBcrOIKYIOThCA 110 Internet, LAN-xpo6aku — mo jokaib-
Hili Mepexi, IRC-xpobaku — uepes yartu.

ABTOpOM mepiioro ,,Xxpobaka” BBakaroTb Pobepra Mopica, cuHa MPOBIHOTO
daxiBI 1Mo KOMI’IOTepHiit Gesmeni. Moro mporpamka modana CyJSITH IO MepesKi
Internet 2 nucronana 1988 poky, 3apaszuBiu 6000 koM totepiB. Ha monuti B ®BP
Mopic P. o6rpyHTOBYBaB CBOIi [I1i MEPEBIPKOIO CHUCTEM OE3IMEKH, 1 OCKUIbKH HE 0YJI0
HAHECEHO BEJUKOI IIKOAM (SKIIO HE paxyBaTd Mapajli3oBaHOi poOOTH MEpEexi 1 BU-
TpaT Ha OYUCTKY KOMII FOTEPIB), CEPHO3HOTO MTOKApaHHs HE OTPUMAB.

A B 2004 pori #oro ,,konera” 19-mitHii Jxepi [lapcon — aBTop oaHiel 3 Bepciid
xpobaka Blaster — orpumaB 3 poku B’sI3HUIII 1 IeK1IbKa MUIBHOHIB J10JIapiB mITpady.

Cporoani xepTBaMu XpoOakiB € JECATKH MUJILMOHIB KOMIT FOTEPiB. A Taki MOHC-
TpH, sk Blaster, Sasser uu Sober MarTh aecsaTku BUAIB Moaudikariii 1 mapagizyrTh
poboTH 1IuX Mepex. Sk mpaBuiIo, BOHU BIAHOCHO HENIKIJIMBI JJIs JaHuX (HE pa-
XYIOYH MOCTIMHI Mepe3aBaHTaXCHHST KOMIT I0Tepa, K1 BUKIuKae Blaster), ane ix ,,me-
peMIIeHHS” TI0 MEpeXi TeHepy€e Macy 3aiBoro Tpadiky, 3aiiMaloyu KaHaiu 3B’ 3Ky .

7.3. TexHoutorii inpopmaniiiHoi Oe3nexun

Metoau 3aXHUCTY BijJ KOMIT IOTEPHHUX BIPYCIB Ta BTpaTH 1HPpoOpMaIii:

1. 3aranpHi 3aco0u 3axucTy iH(popMallii, K1 MOTPIOHI HE TIILKU JJIS 3aXKUCTY BIJ Bi-
pPYyCiB, a SIK CTpaxoBKa BiJ (PI3MYHOrO MOIIKOHKEHHS JHUCKIB, HEMIPABWIBHO TIpa-
IIOIOYMX MPOrpaM YM MOMUJIKOBUX 1 KOpHucTyBaya. € 1Ba pi3HOBUIM TaKUX 3a-
co0iB:

— KOMIIOBaHHS 1HQOpMaLli — CTBOPEHHS KOMIN (aililiB 1 CUCTEMHUX 00-
JIaCTCH JIMCKIB;

— PpO3MOAUT JIOCTYyNy — 3amo0ira€ HeCaHKI[I0HOBAHOMY BUKOPHUCTAHHIO
iHpopMarii.
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2. Kpunrorpadiunnii 3aXucT KOH(PIIEHIIHHUX TaHUX.
3. IlpodinakTuyHi 3aX014, IO JO3BOJISIIOTH 3MEHIIUTH BipOT1IHICTh 3apaXKEHHS.
4. CoemnianizoBaHe IporpaMHe Ta arnaparHe 3a0e3MeUeHHs.

7.3.1. 3axucT onepauiiiHuX CHCTEM

Opna 3 camMuxX TOTYXHUX aTaKk MakpoBipyciB Oyja 3apeecTpoBaHa B OepesHi
1999 poxy, ko Bipyc Melissa 3a JeKijabKa TOJUH PO3IMOBCIOAUBCS 110 BChOMY CBITI.
Cawme itoro nosia crionykana Microsoft ocunactutu nporpamu Microsoft Office 3axu-
CTOM BiJl 3amycKy MakpociB. [Ipu BigkpuTTi Oyb-SKOrO JOKYMEHTa, 10 MICTUTH
BOYIOBaHI MaKpOCH, Ha €KpaHi 3’ BISETHCA MOMnepepKeHns (puc. 7.1) 1 3anut Ha Bij-
KpuTTs (haiimy 3 makpocamu. [[o peui, SKIO B mapaMeTpax MporpaMy BKa3aHW BH-
COKHUH PIBEHb 3aXUCTY, TO HE3BAKAIOUM HA 3TOJly BIIKPUTTS, MAaKPOCH BCE OAHO OJI0-
KYIOTBCS.

an,ﬂ,}‘l’lpE HOEe HHE CHCTE MBI Ge30nacHoOCTH

OTEpRITHE darna "DSTUDENT 0T AR Kaapos. mdb”

3TOT dann MokeT BbiTe HEBEZ0NAcHEIM, BCAM OH COAEPMHMT EREA0HOCHEIA KO4.
OTEPEITE 3TOT $aAN MK OTHEHHTE ONEPALMHDT

OTHEHA | [ OTKPBITE ] [ NoApoBHOCTH ]

Puc. 7.1. IlonepemxeHHs: Ipo HasSBHICTh MAaKpPOKOMaH 1 B (aiinax.

Yacto BHUHUKAE NHUTAHHS, SKUM K€ YHHOM BIpyC MOXE MOTPAHUTH B
xomi’rorep? Hanpukian, Bipyc Blaster moxke mepe3aBaHTaXUTU KOMII IOTEp, Yepes
MEpPEXKY, HaBITh HE IPOHUKAIOYU B HBOTO.

[Ipotokon TCP, sxuii € OCHOBHUM JIJIsl CY4aCHOI MEpexi, rnepeadayae BUKOPHUC-
TaHHA 65536 (2'°) moprie. Kpim TOro, MOXyTh BHKOPHCTOBYBATHCH iHII MPOTOKOJIH,
nHanpukiaa UDP, B aCOPTUMEHTI SIKOTO 3HaXOAUThCS Taka >k KUIbKicTb. Ilepur 100
noptiB (0-99) BigHOCATHCS O KaTeropii CTaHAAPTHUX — iX BUKOPUCTAHHS KOPCTKO
PErJIaMEeHTYEThCS 1 Ha3aBK/IM 3aKpIIJIEH] 3a MEBHUM cityx0Oamu, HacTynHi 100-1024
HA3MBAIOTh ,,IIHPOKO BUKOPUCTOBYBAHUMU 1 MPOIMOHYIOTh TPOXU MEHILE MOBHOBA-
KEeHb CBOIM KilieHTaMm. [, mpubnuzHo 60000 — Bi11al0THCA CTOPOHHIM MpOrpamam,
1 HE 3aBXKIM HAJAIMHO 3aXUILEHI.

B igeanbHOMY BapiaHTIB BIIKPUTUMHM AJI1 BUKOPUCTAHHS MOXKYTh OyTH JIMILIE Ti
NOPTH, K1 3ape3epBOBaHI 32 IEBHUMU BIJIOMUMHU CUCTEMI IIPOrpaMaMH, 1HIII ,,ABEpi”
MOBUHHI OyTH HaiiiHO 3a0JI0KOBaH1. AJie Ha MPaKTHIll, B cucTteMi 3axucty Windows
(SIK 1HIIUX OMEpaIiifHUX CUCTEM) € Oarato ,,JIIpoK”’, SIKl JI03BOJISIIOTH 3JIOBMUCHUKY
OTpUMATHU JOCTYI 110 1H(popmallii yepes ,,Heao3BosieHnii” kanan. Hanpukian, Blaster,
aTakye koM torep uepe3 nopt 135 um 139.

KpiM TOr0, icCHYIOTh creliaibHi MporpamMu Jjisi CKaHyBaHHS MOPTIB, 3a JOIMOMO-
rOI0 SIKUX MOKHA 3HAMTH BX1Jl IPAKTUYHO B Oyb-sIKUI KOMIT IOTEP.

Po3poOHuKu cucteMm ,j1aTaroTh’ Il L, JIpKK~ CHEIlalbHUMU IporpaMaMi, siki
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9acTO MPOCTO HA3MBAIOTh ,,JJATKAMHU’, a B3araji 11eé OHOBJICHHS JJIsl BUKOPUCTOBYBa-
HOI Bepcii onepariiitHoi cucremu. (s nporo gocuth 3aiitu Ha cailt Windows Update
(http://windowsupdate.microsoft.com), un xnamayTH o 3nauky Windows Update B
menio Cepsuc nporpamu Internet Explorer.

KpiM TOro, mpakTM4HO BCl CydacHI CHUCTEMH JO3BOJIAIOTH CTBOPIOBATH pPI3HI
npodisi KOPUCTYyBayiB Ta HAJAaBaTH iM MEBHI MpaBa JOCTYHy 0 HMPOTPaMHOTO Ta
anapatHoro 3a0esmeueHHs. [Ipudomy, medki QyHKIII PerymiOIOTHCS 10JaTKOBUM
nporpaMHuM 3abe3nedyeHHsaM. Hanpukinan, Aaminictparop 6e3neku (puc. 7.2)

= Security Administrator, [Windows XP]
File Item Web Help

[ & [= = I
Clear Tree Irport Expart Back Statistics | ‘Web Page
= :ﬂ R estrictions O B Dizable File Download in Intemet Explarer ~
= 8 Comman Restrictions O & Empty Temporary Internet Files on E it
4 m Boat D Hide the Internet Explorer lcan from the Desktop
5 . Sy LD_Ck [ B Dizable Tooks - Intemet Options in Internet Explarer
< = Iéegtaeln:l =3 O B Dizable Fom sutocomplete
:é.l. Nitwolk O B Dizable Password Autocomplete
, Remate Aooass O B Disable Cloging Intemet Explarer
= Q User Restictions O Bl Dizable RightClick Conkext Menu
o9 @ dsfaul [ B Disable Save As
3 €& Admin5T-803 M B Disable Favorites ¥
= Q student
» T Sereen Lock @ Internet

+-» @] Contal Panel

@ Eupl Description:
wplorer | . -
. ntermet Security Restictions.
* ’;' Active Desklop 4

- Motes:
&

Sy Optionz affect selected user, see the status bar.
FiEE Mebwork

= Special lcons
# =3 Custom Folders
+ DQ Teacher
+ }Q AQMUHHCT pETOR

ﬁ Restrickions\User Restrictions)studentiInternet

Puc. 7.2. AnminicTparop Oe3neku

7.3.2. Hanarogp:xenHs napamerpis 0e3nexu B Opay3epi Internet Explorer

HanaromxeHHst cucTeMU MEPEXHOI OE3MEeKU CKIATAETHCA 13 TPhOX MYHKTIB, JIC-
TaTUCS JI0 AKUX MOXHA TakuM 1uisixom: MeHio CepBuc-> CBoiicTBa 0003peBaTeis.
VY upoMy niaJioroBOMy BiKHI Hallly yBary 30CepelInMo Ha 3akjiajkax be3omacHocTb,
KonduaenunaabHo ta [01M0JTHUTEIBHO.

1. Bubupaemo 3aknaaky be3zomacHocTh. BkazyeMo Ha BepxHiil maHesl 30HY
HNuTepHer 1 Ha HIKHIN MaHenl HaTUCKaeMo KHonky Jpyroi. i manimysuii Haja-
I0Th 3MOTY AiCTaTucs 10 napamerpiB (puc. 7.3-7.4), ki KepylOTh BUKOHAHHSIM aKTH-
BHUX KOiB, BOynoBanux y HTML-cropiaku. [1o koxkHOMY 3 mapMeTpiB € TPU MOXK-
JUBUX BapiaHTHU: 3anpeTtuts, [Ipennarars Ta Pazpemmrs. [lepmuii BapianT — BiaKIIO-
YUTh BC1 3alPONIOHOBAHI €JIEMEHTH, IPYTruil — MOTpedye MOCTIMHUX YTOYHEHb KOPHUC-
TyBaya JUIsl IPAKTUYHO BCIX J1H, TPETIA — IJIs1 PU3UKOBUX JIHOJEH.
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[lapaweTpp be3onacHOCTH [ | [laparseTpm He3onacHOCTH

NapaMeTpe: NapameTpe:
<} - @ BRINONHATE CLLEHAPHH 3NEMEHTOE Ackivel, NoMEYEHHED: Kak: B A
@ Sarpyska dharina () OTknruMTE
O OTENHYHTE O MNpeanaraTte
(%) PaspewmTe (%) PaspewmTe
@ Jarpyska wpHgTa @ Jarpysa HENOANHCAHHEDS INEMEHTOE Ackive
() OTEAHYMTE (3) OTKNHUMTE
O Mpeanarate O MNpeanarate
@ PazpewnTe O PaspewmTe
ﬁ MpoEEPKa NOAMMHHOCTH NONE30B3TENA @ Jarpysa NoANMCaHHE:: ANeMEHTOE Ackiver
O Bxoa ) OTRROWMTE
() ABTOMATHHECKHH BX0/ B CETh © TEKYLLMHM HMEHEM NOML30E () NpeanaraTs
(%) ABTOMATHHECKMA BX0A B CETE TONBKD B 30HE HHTPACETH ) PaspeumTe
O AHOHHMHBIA BX04, @ FanyoK INEMEHTOE ACiveX M MOLY NER NOLKIHYEHHS
T TSP v PN A e e b
4 > < >
BOCCTEHOEMTE NPEXHKHE NapateThel BOCCTAHOBMTE MPEsHHE NapaMET Pkl
Ha vpoeeHe: | CpeaHHi w Ha ypogeHe: | CpeaHHii i
I [o],3 l [ QTHMEHS l [ QK ] [ OTHEHS ]

Puc. 7.3. HactporoBanns napamerpis  Puc. 7.4. HacTporoBaHHS 3aBaHTaXEHHS
3aBAHTAXKCHHS AKTUBHUX €JIEMEHTIB CTOPIHOK
2. Bxnaaka KoHpuaeHUMaabHOCTh BUKOPUCTOBYETHCS ISl HACTPOMKH PIBHS
MEpEKHOI AHOHIMHOCTI MU NpUiiomi cookies (MITKH, SIK1 3aJTUIIAIOTh HA KOMI FOTEP1
KOpHUCTyBaua JAesiKki caidTu Internet, mpu3HaueH1 i 11eHTU(DIKALli KOPUCTyBaya IpH

MOBTOPHOMY BXO/I1) — B1Jl IOBHOTO 1X
CeoHcTEa 0HD2pe EaTe 1A

OJI0KYBaHHS 10 TPUIOMY Bia Oyib-
SIKOTO Web-caﬁTa. O&wme BesonacHOCTE KDHQZIH.IJ.EHDLI.HaanDCTb
H . I[ Conepsanqe Moak.nodeHHa [Mporparre OMOAHKHTENEHD
a BKJIaAaIl OINMOJIHUTCIBHO
HH MapateTper
(puc. 7.5) chix 3BEpHYTH yBary Ha a5
. . ] ”
nBl rpynu mnapamerpis — OQ03op Ta SSL 2.0
SSL 30
be3onacHoCTb. B
prHa 0630p MOXE CTaru B B EAFMMTE WHTEMPMpOESHHYK NPOEEPEY NOLAMHHOCTH WWindov:
. JaneficTEOBATE NPOTHNE
Harozal npu BCTAHOBJICHHA ] He cospaHATE SaWHPPOBaHHEIE CTPAHHUE! Ha LHCE,
HapaMeTpiB BiI[O6pa)KeHH5[ Hpe.ugnpe)mam 0 HEQEHACTEHTENEHEE CEDT;QJMK&TEIH YSA0E
. . . PEOYNPEHAATE O NEPEKADHEHMM PEXMME GE30NACHOCTH
CJICMCHTIB Ha CTOPIHIIL, TOOTO Ipun Mpegynpetaars NpH NepeaipecaumH Nepelasaetbl: Pop
MpoBepka NOANMCH 4NA SarpYKEHHE NROrpar
HpI/IH_IBI/II[H_IeHHH 3aBAHTAKCHHSI O
' A 7 MMpOBEPATE SHHYIMPOBAHME CEPTHEME TR MnaTened
MOKHa B1IMOBUTHCH B1J MAaJIFOHKIB, ] NpoeepATs SHHYAMPOEEHHE CEETHEMKATOE CEPEEPOE [Tpetye
aHiMaHiﬁHHX 6J'IOKiB, 3BYKY i T.L 9 %Lﬁ::;;::ce Daiinel M3 NaNkW BpemeHHBl: ¢afinos MHTepHeT:
Aﬂe, Tpe6a BiI[MiTI/ITI/I, 0 Ha (] BrmouuTe SETOMATHUECKUN NOAMOHKY PaSMMED0E HE0GRAKEHH
. < >
OaHepHy pekiaMy, SK TMPaBUJIO, ITi
HaCTPOIOBAHHA HEC I[iIOTL, [ BoccT aHOEMTE 3HAYEHHA N0 YMON4SHHID ]
Harucnite kHonky ngiui OK, 1
BBAKATUMEMO HAJIArOJKCHHS Lok J[ omens | [ Moo |

Oe3mnekn y Opoy3epi 3aKiHICHHUM.
I[Ipu pobori 3 cucremamu
€JIEKTPOHHOI KOMEpIii, 4acTO KaHaJIn

Puc. 7.5. HacTtporoBaHHsI 1OAATKOBUX
napamMeTpiB Oe3meKu
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3B’SI3KY 3aXUIIAIOTHCS JOJIATKOBUM MPOTPaMHUM 3a0e3nedyeHHs M. B 1ibomy BUNaaxKy
Ha €KpaH BUBOAUTHLCA BIJINOBIAHE MOBiOMIIeHHS (puc. 7.6). [Ipu Buxoni 3 0e3neuHoi
30HM Ha €KpaHi 3’ SIBISE€THCS BIAMOBIIHE MOMNepeKeHHs (puc. 7.7).

[pe oynpe #neHHE CHECTe bl GE30NACHOCTH | [lpeaynpe#ae HHe CHCTEMBbI BE30NACHOCTH EI

2

i

CEBAEHMA, KOTOPBIMM BEl DEMEHHBAETECE © 3THM Y3/10M, HE I’I"Ei Bl COBMPAETECh NOKMHYTE GE30NACHOR CORMMHEHIE
[OCTYMHE! HHEDMY ApYromy. DOHAaKD CEpTHMIKET LaHHOTD Y3na : WimepHera, Mepechinaemble CEEAEHMA MOryT GuTh
IAIEIEEZLA (RIS M ELETEE ) HECMOb30EaHE! MOCTOPOHHUMH MK0EMH.

& CepTHiUKAT BbilaH OpraH1Zalken, He BXOLALLEN B
COCTAE AOEEPEHHLL. OTKPOHTE CEpTHPMKAT, Yotk Y OTHTE MPOLAKRHTE?
YTOMHMTE AOEEPHE.

/1y CEPTUMKAT BUUE HE ECTUTAN B CHAY WK HCTEK CPOK Ero [ Boteiue te nokassiEaTs 3T NRSAYREKAEHAE
FOQHOCTH.

H Nogpat
a CepTHPUKaT MMEET NPAEMEHDE HASEAHME, L,_,_éa | [ i I [ T
COOTEETCTEYHILLEE HASEAHIHD U'rKDbIBaEMDI:I CTRAHKLUBL
Puc. 7.7. IlonepemxeHHs npo BUXI1A 3
Mponon#uTe? .
Oe3I1eyHol 30HU
’ Na ] | Her | ’ MpaCMOTR CEpTHEMKETa

Puc. 7.6. ITonnepeykeHHs] CUCTEMU
Oe3rneku

7.3.3. AHTHBipYCH

OpHi€ro 3 nepmmx 3aXMCHUX TEXHOJIOTIH, 10 CUX MOMYJISIPHUX HA PUHKY, € aH-
TUBIPYCHUH 3aXHUCT, 1O 3’siBUBCA B cepenuHl 80-x pokiB. Jlis 3axuCTy Bia BIpYCIB
PO3pOOIISAIOTHCA CHeliaNbHl AHTUBIPYCHI TPOTPaMu, IO J03BOJISIOTH BUSIBIATU Bipy-
CH, JIIKYBaTH 3apakeHi (ailiu 1 TUCKH, 3armodiraTté migo3piaum aisim. Bei cyuacHi an-
TUBIPYCH OCHAIllEHI MEXaHI3MOM aBTOMAaTUYHOT'O OHOBJICHHS aHTUBIPYCHHUX 0a3 1a-
Hux yepes Internet. ITo nanum nadbopatopii Kacnepcbkoro cepeaniili yac BUXOy OHO-
BJICHHSI JIJIsi aHTUBIPYCHOI IporpaMu 3apa3 CKIajae Jiecb | roguHy 22 XBWJIMHHU.
butbm toro, skmo enigemis HeOe3Nme4yHa, TO Urgent-OHOBJIEHHS! BUITYCKA€ThCS MPU-
6mu3no 3a 30 xBuuH. Haltnomymsipuimumu B Ykpaini 1 kpainax CHJI € taki antusi-
pycu:

« AmnrtuBipyc Kacnepcbkoro;
« AmntuBipyc Doctor Web;

« Panda Antivirus;

« Norton Antivirus;

« McAfee VirusScan.

VY KOXHOI1 3 IIUX NpOrpam € CBOi nepesaru 1 HeAoiku. KoxkHa 3 HUX 3aCiyrOBYe€
Ha yBary CHoXMBauiB. I, [0 Ba)KJIMBILIE, KOKEH 3 MEPEIIYeHUX BUIIE aHTUBIPYCIB
Moske 3abe3neuntn eexTuBHMM 3axucT Bamoro [1K.

IHaker AVP (AntiViral Toolkit Pro)

MalyTh camuil nomyJsipHU 1 MOTYKHUI MakeT, CTBOpeHui B Pocii B 1aboparo-
pii €. Kacnepcekoro. Autusipyc AVP (AntiVirus Program) BigHocuThes 10 nosmiga-
riB, y Ipoueci podoTH nepeBipsie ONepaTUBHY Nam'siTh, Gaiian, B TOMY YUCI1 apXIiBHI,
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Ha THYYKHUX, JJOKATbHUX, MepexxHuX 1 CD-ROM nuckax, a Takok CUCTEMHI CTPYKTY-
pU JTaHMX, Takl SK 3aBaHTaXYyBAJIbHHI CEKTOp, TaOmuiro po3auns 1 T.4. [Iporpama
Ma€ eBPUCTUYHUN aHANI3aTOp, KOTPUM, 32 TBEPIKCHHSIMU PO3POOHUKIB aHTUBIPYCY
31aTHUN 3HaxoauTu Maibke 80% ycix BipycCiB. 31MCHIOE MOLIYK 1 BUJIyYEHHS Halpi-
3HOMAHITHIIKX BIPYyCiB, Y TOMY 4YHCHi: MOMMOppHUX, ad0 BipycCiB, IO CaMOIIH{]-
PYIOThCSI; CTEINC-BIPYCiB, 200 BipyCiB-HEBUANMOK; HOBUX BipyciB ans Windows; Max-
POBIpYCiB, 110 3apaxatoTs JokymMeHTH Word 1 Tabmuui Excel.

Kpim Toro, mporpama AVP 3aiiicHIO€ KOHTpOIb (PailToBUX omepariiil y cucremi
y (hoHOBOMY pekuMi, BUSBIISIE BIPYC 10 MOMEHTY PEalbHOTO 3apa’kKeHHSI CHCTEMHU, a
TAaKOX BU3HAYA€ HEBIJIOMI BIPYCH 3a JIONIOMOT0I0 EBPUCTUYHOIO MOJTYJISL.

Jiist mepeBipKU Ha HASIBHICTB BIPYCIB AUCKY UM JUCKETH MOTPIOHO:

3aBanTaxkutu nporpamy Ilyck — Ilpoepammor — AntiViral Toolkit Pro — AVP
Ckanep.

B nmianorosomy BikH1 (puc. 7. 8) 3a1aTH apaMeTpy CKaHyBaHHS:

e Ha Biiaii O6aacrb(1l) — BUAUIUTH TUCKH, K1 TOTPIOHO MEPEBIPUTH;

e Ha B/l O0beKTbI(2) — BUALIUTH 00’ €KTH TIepeBIpKH (T1aM’ATh, CEKTOPH,
daiinu, ynakoBaHi ainm);

e Ha B JdeiicTBue (3) 3a3Ha4uTH, 1110 CaMe MOBUHHA POOUTH Mporpama 3
iH(pikoBaHUMU 00’ ekTamu (7Toabk0 omyuem,3anpoc Ha aedenue, Jleuums Oe3
3anpoca abo Yoaname 6e3 3anpoca);

HaTUCHYTU KHOTIKY ITyck(4).

zolkit Pro
CepEHC

Cnpaska

Dﬁ'bEKTbI ] ﬂ.eumsuﬂ ] MNaparieTpel ] CTaTHUCTIES ]

F : Floppy = :
-
!\AD
Lk F: Cdrom r
4

O&eekT Fesunetar

?

b

ExecSpecial can't resolve name: GetProctddressEs
ExecSpecial can't rezolve name: GetProctddressEx
ExecSpecial can't rezolve name: GetProcAddressEx
ExecSpecial can't resolve name: GetProctddressE s

C:uzer.d3z2

£

Puc. 7.8. HacTporoBaHHs mapamMeTpiB CKaHyBaHHS

[Ticns 3a3HaYeHUX i MOYHETHCS MPOIEC CKaHyBaHHs. SIKIO 3 00’€KTamu, 10
NEPEBIPSAIOTHCA BCE Tapasj, MO 3aBEPIICHI MEPEeBIPKHU MiJl KHOMKOI [/yck 3’ SIBUTHCS
senennid Hane OK i3 ranodkoro, a 30Ha neperysiay Oyne mopoxHboro (5). SKmo x
mij 9ac nepeBipku OyAyThb BHUSBJIEHI BipycH, TO iH(MOpMallis mpo Hux (im’st 3apaxe-
HOTO (haiiiny 1 Ha3Ba Bipycy) Oy/ie BUBE/IEHA B 30HY TIEPETIIS Y.
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Jl5ia mepeBipKu Ha Bipyc OkpeMoro (aiiny moTpiOHO BUKIUKATH ISl HHOT'O KOH-
TEKCTOBE MEHIO 1 331aTH CKaHYBaHHSI.

[ToTpiOHO mam’sTaTH, 0 aHTUBIPYCHA ITporpamMa BU3HAYa€ TIIbKU “BIIOMI” Bi-
pycHu, TOMY aHTHBIPYCHI 0a3u moTpiOHO OOHOBIIOBATH. B Jeskux Bumajgkax, Koju
npucyTHs (aiiyioBa MOMHIIKA, YA HE3HAHOMHUU BIpyC, BUIAETHCS iH(OpMaIist mpo mi-
03Py Ha BIpYC.

J1o ckilamy makeTy BXOAUTH Tak0X Moayib A VP Monitor, AKuii 3aBaHTaXy€TbCS
IIpM  BKJIKOYEHHI KOMII FOTEPA,

MOCTIMHO MICTUTHCS B Tam’ sTI  EALEETu e e o e

KOMIT'FOTE€pa 1 KOHTPOJIIOE 3BEp-
HeHHs1 a0 ¢ainiB (puc. 7.9) Ta
3aBaHTaXYBAJIbHUX  CEKTOPIB.
Ilepen TUM $K [03BOJUTH J0O-
CTyn 10 00’€KTa, MOIYJb TEepe-
Bipsi€ IOr0 Ha HAsIBHICThH BIPYyCY.
Sxuo B 00’€KTi Oye BUABICHUM
BIPYC, MOHITOP 3aIllpONIOHY€E BU-
JIKyBaTH 3apa)XeHUil 00’€KT, BU- K A&P!Itﬁl
nanutu 00’ exT abo 3a0I0KyBaTH

poctyn jo Hboro. Todro AVP  Puc. 7.9. Inentudikanis Bipycy AVP MoHiTOpOM
MOHImMOp JO3BOJISIE BHUSBUTU 1

BUJUIMTH BIPYC O MOMEHTY HOr0 peajbHOro NPOHUKHEHHS 10 CUCTEMHU.

OcTtanHs Bepcisi CUCTEMH Ma€ IOCHUThH IlikaBuid iHTepdeiic (puc. 7.10), yotupu
OCHOBHMX KOMIIOHEHTa 3aXUCTy, HE3aJIEKHI OJMH BlJ OJHOrO, SIKI MOXYTb OyTH
BIJKJIIOYEH] a00 BHJIAJICHI.

RN BHWMAHKME! D6Hapy:en enpyc!
T

il Bupye: Yirus win32 Parite.b

DOHEPYHEH B
YWERB04-Phdhinstalhingtall_flazh_player.exe

Jwmtka EBona/EiE00a. CAOH NP NEYEHMUMH,
OnacHas cumyaymal

B ata HeoSxoauko 3arpysuTe AWP ckaHep, NpoBepuTE BCE
B &M NAMNKK W BEINEYMTE BCE SapaKeHHbIE OfbERThL

E-'E.FLHT--E-D?!: Kacnepckoro G0 =[O =]
Anmmempyc & &
Hacnepcxoro & rocmoima G croses
!33@“13 Jawmra ; paboTaer .

3

D tnooEE SHTHEFDYC

M TOBEE AHTHERYC BHTHESPYC Kacnepcroro 6.0 ofecneseasT KOHNNEKIHYo
N BAUHTY EOMIERTEDS OT BHPYO0B, WHOHCKorD MO |
Bel-AHTHEMDYC APYTHY B A0HDCHED! NPOTpa.

Mpo3KTHEH2A 3aHTS

T CTATYC 3SUHTE KOMMERTERS
J MOKCK BUPYOLE
- ul BEpeaotocHs oibex Tos He aliHapyseds
Q Cepanc
lg Curnatypol ycTapend (24032006 16:53:48)
2 Boe HoMnONENTE! 33U TE! BEARMSEHE]
— Bears npoespenc: 15041
CHrHaTypel yrpos yorapenH. Baw of \ o
EOMIENTED NOABEDESH [HKY SHADEH:
zapamesH, HaoToATENEH He: Baingqero: 0

PEXOMEHAVETCR DOHOEHTE CHIHATYDE!
T PO,
DT

kaspersky.ru  wirushist.rg

Puc. 7.10. HoBuit anTuBipyc Kacniepcbkoro
[Tepmuii BigmoBigae 3a 6e3rmeky ¢aiaiB Ha KOMIT IOTEpi, APYrUil — 3a BIAMNPAB-
JICHHS 1 TPUHMaHHS MOIITOBUX MOBIIOMJIEHB, TPETIH — 3a poOOTy B Interneti, ueTBep-
TUW KOMITOHEHT 3a0e3Ieuye, Tak 3BaHUN TPOAKTUBHUN 3aXHUCT.
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KoMnoHeHTaMu IpOaKTUBHOTO 3aXUCTy € nepeBipka VBA-makpociB, KOHTPOJIb
3a 3MIHaMH B CUCTEMHOMY PE€CTp1, IEpEeBIpKa LIJTICHOCTI JOJATKIB 1 aHAII3 1X aKTUB-
HOCTI.

JlemapTameHT crieniajJbHUX TEICKOMYHIKAlIMHUX CHUCTEM Ta 3aXHUCTy iH(opma-
uii (JCTC3I) Cb Ykpainu 6.08.01 miarBepaus BianoBigHicTh "AHTHBIpYyca Kacnep-
CHKOTO" HOPMATUBHHUM JIOKyMEHTaM, 10 PETJIaMEHTYIOTh BUMOTH /10 3aC001B TeXHIY-
Horo 3axucty iH(opmarii. Kpim Toro, ekcieptu JJCTC3I n0o3Boimim BUKOPHCTOBY-
BaTH II0 Mporpamy Hpu MOOYI0BI CUCTEM aHTUBIPYCHOTO 3aXUCTY Y CKJIaJl KOMILJIe-
KCHUX CHUCTEM 3aXHCTy 1H(popMarii

) I[O HeﬂOHiKiB. CUCTCMHU MOKHA | g pr Webw Ciane p gna Windows ﬁ O O e

BIAHCCTH CCPHMO3H1I BUMOI'M OO PC- | ®ain Bua Hactpofikn Aser Marmowe

CYpCIB KOMII FOTepa. {_}F <> I:_,j a ECJ .n Dr.WEB®
DRWEB =] i ANTIVIRUS

OnuH 3 Kpallux AaHTUBIPYCIB Noxaseisars gaiine | |+ @ Jues 35 (4]

. +-wgm Spz ]

(puc. 7.11) 13 CUTBHUM AJITOPUTMOM — + () EMCDO2Y1_DW (D)
. . H . +-0ih CO-RW nuckoson [E:)

3HAXOJUKCHHA  BIPYCIB. om(bal.“, 005) o002 )

3aTHUW TIEpeBIpATH (ailim B apXi- BeiGparinele nyrv—— | [+ % HosetiTom (]

Bax, nokyMmeHt Word 1 poboui KHU- Caxpathe

ru Excel, BusBisie moniMopdHi Bi- ———

pycH, KOTpl B OCTaHHIN 4ac, OTpH- - @
. YHCTHTE

MYIOTh BCe OinbIe momupeHHs. [o- _ Ovenn |

CTaTHbO CKa3aTu, IO €MiACMII0 1Y- | [ Owexr e [ Rever... |

xe HebOesneyHoro Bipycy OneHalf
3ynuauB came DrWeb. EBpuctuu-
Hui anamizatop DrWeb, nocmimxky-
104U MpPOrpaMH Ha HasBHICTH (hpar-
MEHTIB KOJY, XapaKTepHUX JUIsl Bi- e
pyciB, 103BONIA€E 3HAHTH Maitke 90% Puc. 7.11. Antusipyc DrWeb
HeBioMuXx BipyciB. [Ipu 3aBaHTa)keHHI nporpamu B nepiny uyepry DrWeb nepesipsie
camoro ce0e Ha LUTICHICTb, MICIS YOro TECTY€E onepaTuBHy nam'sate. [Iporpama moxe
OpalioBaTh y A1aJIOTOBOMY pEeXHUMI, Ma€ JIyXe 3py4HHU 1HTepdeic KopucTyBaya,
SIKUM MO>KHA HACTPOKOBATH.

Ckanep Avast

€ MOpIBHSIHO HOBUM aHTHBIPYCHUM ckaHepoM (puc. 7.12). Ilpu #ioro pobori, B
IPaBOMY HHXKHBOMY KYT1 €KpaHy € BIMOBITHUM 1HAUKATOP HEBEIHUKOTO PO3MIpY.

3axuct goctyiy Avast 6a3yeThCsi Ha Tak 3BaHUX PE3UICHTHUX IMpoBaitnepax. Lle
CreliaJibHI MOJYJIl, 110 BUKOPUCTOBYIOTHCS JIJISI 3aXHUCTy CHEUU(PIUYHUX MIICUCTEM
KOMIT I0T€pa, TAKUX SIK €JIEKTPOHHA MOIITa, (haiijioBa cucTema i T.11.

[Ipu 3HaxomKeHHI MPOOIEMHOTO (aiay Ha eKpaH BUBOIAUTHCS BIJMOBIIHE I1O-
BioMIeHHS (puc. 7.13), 3 MOKJIMBUMH PEKOMEH/IOBAHUMHU KOPUCTYBAUY JISIMU.

BeInonHeEHD ] 110
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L] Ckave p gocTyna avast! avast! - [lpe gynpexne Hue

PesnpieHTHAA 3aLIMTA Obnapymen Tpoan!
Cocrosnue: AKTHBHBIR [ Nayss | [ JaEspWHTE ] He fecnokoiecs. MONbTaiTech CNB0BETE HALWMM COBETANM W
=2 CChIKaM.
=l YYBCTEMTBAEHOCTE CRAHEPa
2
é J E nokmHpoBaHWE ClLeHAPMEE: ~
= - CKaHWPOEATE CUEHAPMWE E W E
CUCTEME
™~ HopmaneHaa Bucokan P 3 q 2 F
< - CKSHMPOBATD CUEHAPHH B HMra dakina: C:\Program FilestProLingtit32dic.exe
e BifpaHa pudHan HacTpolika. NgniSaCHaHD;oBa-rb cuerapia & Mozila Mraa Bupyca: Win32:CIH-C [Trj] AononHHTENEHD, .
] Haskraure kHanky ,Ele‘ruanu ; Tun evpyca: TposH
o yTOBbl YCTEHOBHTE CEOMCTE. 5 )
A=A E) (UL b Bepcua VPS: 0643-7, 27.10.2006
BosrosHble 0EHCTEWA
MocnegHui npoeepedHert DASTUDEM T \ckanep Avast. doc
M SRR G MNepeureHoBaTe. .. ] [ Yaamre. .. ] [ B #paHyiHwe
MposepeHo; 1716 Pexomengosantoe aedcteue: [lepemecturb B XpaHuavme
Sapasero: 0
WA sanaHua; CTu@s®]oli ud N BeinonHuTe AefcTEMA
Bpema patoTel: 43308 1 i
| MNpanomre | [ OcTaHoemTE l [] He nokaseisate 6 coenymowm pas
CraHep aocTyna avast! MCNONB3YETCA A9 SAWMTEI KOMIBKTEDE B
PEanEHOM BpereHi. OH NPOBEPAST MHONKECTES NOACHETEM, TAKHX KaK ZaNNAHHPOEATE CKEHHDOESHHE B0 BDEMA HAYANEHOH SATDYEIH. .
3NEKTPOHHAA NONTE W RERN0BAA CHCTEMA.
hikbpe /i, avast. com 3AN0NHMTE COOBLWEHHE O BMPYCE HA HAWEM
[ Teram s> ] [ DK ] CafiTe, YTOOEI NOMO4E HAM ¥ IYHIMTE avastl,.,

Puc. 7.12. Ckanep Avast Puc. 7.13. IloBigomMaeHHs TIpo BipycC

7.3.4. MizkMepe:xkHI eKpaHH

Misicmepedichutl expan - ye npoepamuuti abo anapamHo-npocpamMHuLl KOMNiexc,
Wo 00360J5€ PO30LIUMU Mepedcy HaA 08I 4u Oinvbuie wacmuu i peanizysamu HaoOIp
npasui, wo 6y0yms GU3HAYAMU YMOBU NPOXOONHCEHHS NAKEeMi8 3 0OHIE] YacmuHu 8
THULY.

BrnacHuk xomm’iorepa, 1o Mae Buxij B Internet, yCTaHOBIIIOE MIKMEPEKHUM K-
paH (puc. 7.14), mo0 3ano0irtu oAep>KaHHIO CTOPOHHIMU KOH(IISHIIMHUX JTaHHX,
KOTp1 30€piratoThCs Ha KOMIT IOTEP1, a TAKOX JJII KOHTPOJIIO 3a 30BHIITHIMHU pecyp-
camu, JI0 IKMX MaroTh JIOCTYII 1HII KOPUCTYBayl IaHOT KOMIT I0TEPHOT CUCTEMH.

o C—
[—] [—]
_— i

/_\(\f’"“f"

[HTepHET -

Cepeep COBC =
bas maHux Epansmayep

@OK&HLH& MEpCiKa >

Puc. 7.14. Jloriuna cxema po3TairyBaHHs OpaHamayepa

Pofoul cranm]

MixMepexH1 eKpaHu 3[aTHI BHPILIYBaTH PsiJi 3aBJaHb CTOCOBHO 3aXHCTY BIJ
HaliOUIbII IMOBIPHUX aTaK I BHYTPILIHIX MEPEK. Y BITUYM3HSAHIN JITEpATypl YacTi-
1€ 3yCTPi4aroThCsl TEPMIHM 1HO3EMHOI'O TTOXOJKEHHSI: OpaHaMayep (HIMEILKOTO IO-
xomxkeHHs) 1 firewall (amrmiiiceke). [lo3a xomm’toTepHOO cheporo OpanmaMayepom
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(um firewall) Ha3UBarOTH MPOTUMONKEKHY CTiHY, 3p0OJIEHY 3 BOHECTIMKHX MaTepia-
diB, MO0 TEpelKOAWTH TMOIIUPEHHIO TOXeXi. Y cdepi BUKOPUCTAHHS
KOMIT FOTEPHUX TEXHOJIOT1IA MIKMEPEKHUN €KpaH CTAaHOBUTH cO0010 Oap’ep, 110 3a-
XHIIA€ BT yMOBHOT MOXKEXKi — CIIPOO 3JIOBMUCHHKIB HECAHKITIOHOBAHO BTOPTHYTHUCS Y
BHYTPILIHIO MEPEXKY JJisi BUMHEHHS MPOTUIPABHUX I1d. MDKMEpPEKHUN €KpaH Io-
KJIMKAaHUM CTBOPUTH O€3MEYHUI TOCTYII IO 30BHIIIHBOI MEPEXKi Ta OOMEKUTH JTOCTYII
30BHIIIHIX KOPUCTYBAauiB /10 BHYTPIIIHbOI MEPEXI.

B ineani cucrema Mae 3anobiratu 0yab-sIKOMY HECAaHKIIIOHOBAaHOMY BTOPI'HEH-
Hi0. OHAaK, BpaxoBYHO4M WUPOKHUM criekTp Web-cepBiciB, HEOOXIJHUX KOPHUCTYBa-
qawm, ftp, telnet, SNMP, Network File System, IP tenedonis, enexrponna momira To-
10, JOCATHYTH TMEBHOTO PIBHS 3aro0iraHHs HECAaHKIIOHOBAHOMY BTPYYaHHIO JTyKe
BaXKO.

Hacmpasni miporo edexkruBHOCTI firewall € 30BcimM He HOT0 31aTHICTH BiIMOBUTH
B HaJlaHHI CEPBICIB, a 1Oro BIACTUBICTh HaJaBaTH CEPBICH KOPUCTyBayaM y €(peKTHUB-
HOMY, CTPYKTYpPOBaHOMY ¥ HajiltHOMY cepenoBuiii. Cuctemu firewall matots anami-
3yBaTH BXIJHHUI Ta BUXIAHUNA MepexHHUHN Tpadik 1 MpaBUIbHO BU3HAYATH, SIKi 3 TpaH-
3aKI[IM € CAHKI[IOHOBAaHMMH, a SIKI - Hi.

3apyOikHi (axiBili BBaXaroTh, M0 0araTto mpoOiieM, MOB’s3aHUX 3 OE3MEKO0
Internet, MokHa 3HATH 20O 3pOOMTH MEHII CEPUO3HMMU 32 JTONOMOIOK HIMPOKO Bi-
JIOMHX METOJIB Ta 3ac001B KOHTPOJIIO Oe3meku — xocTiB firewall.

JIJ1si BCTAaHOBJIEHHSI MK MEPEXHUX €KpaHIB BUKOPUCTOBYETHCS LIUIMI psAJl ana-
paTHHUX Ta MPOTPAMHHUX 3aCO0I1B.

Tak, na puc. 7.15. 300pakeHuil MXMEpPEKHUN ' <
ekpan Zyxel ZyWALL P1. IlpoayxrtuBHicTs - 80 '
Moir/c. TMpoaykrusaicte VPN - 30 Mo6ir/c. Wan-
nopt 10/100. Ympasninnasa, Web-iatepdeiic, Ilia- };}L

tpuMka SNMP ta VPN.

Haii011p1m po3noBCIOKEH1 HACTYIHI MpOrpamHi
cuctemu: Outpost, McAfee, Norton, Sygate u
ZoneAlarm.

Outpost Firevall Pro v3.51

[ToTtyxxHuii Opanamayep (puc. 7.16) nns 0e3nednoi pobotu B Mepexi. Mae 6e3-
714 (pyHKIH: KOHTPOJIb TOJATKIB, III0 KOPUCTAIOThCs Internet, KOHTPOJIbL KOMITOHEH-
TiB, IPUXOBAHUX IPOILIECIB, M'ATh PEKUMIB pOOOTH, HAOIp CTAHIAPTHUX MPABUII IS
BU3HAYEHUX J0JIaTKIB, IETEKTOP aTaK, KOHTPOJIb YMICTY, i 1H.

3a 3aMOBYYBAaHHSIM BUKOPUCTOBY€E MOAYJI:

e DNS, mo 6mokye # onogimtae mpo HenpaBuwibHi DNS 3anuTu;

e JlerexkTop arak, mo 3amodirae aTakd Ha Baml kKoM roTep (portscan, nuke,
winnuke 1 1H.);

e [HTEepakTHBHI €JIEMEHTH, JI€ BU MOXKETE€ BU3HAYUTH, 110 POOUTH 3 PI3HUMHU
enementamu Web-ctopinku (Active, Java, Java script, Gif, Flash, Referers,
cxoBaHi (ppeiimMu, 30BHIIIHI 00'€KTH, cookies 1 CIUIMBaO4l BiKHA), MPUUOMY
BU Ma€ MOXJIUBICTh 33/1aTU OCOOJIMBI MapaMeTpu Uil OyAb-sIKOTO OKPEMO
y34TOro caiita (HanmpuKiaja, y Bac BctaHOBiIeHO OyokyBanHs Flash, a Bu 3a-

Puc. 7.15. MixxmepexHuit
ekpaH Zyxel
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iy Ha cait 13 Flash irpamu, Te mpocTo BHECITH agpecy caiiTa B CIHCOK 1
BuOepiTh "mo3Boautu" s flash);

-;_, ﬂ‘-llrpn;t F.ir:_'w_rl'll F;r;| (Sefvice Mode] - Kopfrypanue l,'fr_E

| FIREROY, B HirA PpCUBEca Tpscrroion Movafpbndi A, .. MoHSMRLL.,  VEanseres
gqm.txz E g TP local 59178, 16, 1063 B2,
SWCHOST.EXE [*] FIREFOX.E¥E TP localhost loophack 1055  locahost-is
STEAM.ERE [] FIREFCHEXE TP Toakert ioophac: 1055 locakostiic
reskbics L onfa ERE bocal: L2485, 1 7. a v corks
= rva [=] STEAM.EXE P local: B8 178,18, 1208 BB 142,
= DT T nopTe (350 [ qar.ExE TP local B9 78, LB 1655 2085, §eE
P it [=] SweHOST EXE TP Iocal LOC248.17... 1575 ss.corh
i A e [Z aree = Incabost hoophac: 1676 locakost i
= ‘:’“’mm*"' [ arexe TF hoc st toopbak WS locabest b
() Anti-Spyware [ methias Lo 10240, 208, 266 KETEIOS D, 10.248
L5 DS
v Aevesvop aTan
] P repas ranHbse SnessEH T
£ Pemaama
A Comepummme
[ vt WU MO0 TN

Puc. 7.16. PoGoue BikHO OpanaMayepa Outpost

e Pexnama, ne OmokyroThcs Oanepu (88x31 1 iH.) 1 pexiama (TIEBHI CIIOBA),
IPUYOMY 3HOBY K BH MOKETE JOJIaTH 1 BUJAIUTHU CJIOBA 1 po3Mipu OaHEpiB
(manpukian, 6yBaroTh 6annepsl 90x35 yn 90x50; momaiiTe X y CIUCOK 1 BO-
HU HEe OyyTh 3aBaHTAXXyBaTHUCH);

e JKypnan ycix mojii, e BU MOKHA MIEPETISIHYTH BC1 TIOIi 1 JTii mporpamu;

e Bwict, 1e Bu MokeTe 3a0JI0KyBaTH CATH 3 BU3HAYCHUM 3MIiCTOM YH ajpe-
CO10, 1 piIBTpaIlis MOIITOBUX BKJIAJIEHb, /1€ BUBHAYAOTHCS TUIN (aiiiiB, 110
MPUKPIIUIIOITHCS, 1 Al ("moBigomutu" 1 "mepeiimenyBatu'").

e B omnucyBaHiii Bepcii TaK0X € aHTUIIIUTYHCBKHUI CKaHep.

Zone alarm pro 6 — onun

i
-

ZoreAlarm Fro

1 MHX TIOTY)KHHX 1 HaJIli-
3 ca OTYKI an N B )
Hux OpanaMmayepiB (puc. 7.17) 4 Moo
st 6e3nevyHoi pobotu B Me- ey a4l
. 1 Tx ] Sy ot s ?mn::lwmn wﬂ;
pexl. Mae APY’KHIH 1 JIETKO S e )
3po3yMinuii iHTepdeiic, THyu- e g s
. T e S
K€ HACTPOIOBAHHS TAPAMETPIB  umueme oot = Qz=T
. L o IR TR T T
3aXMCTy, OJIOKYBAHHS PI3HO-  jmeses woo B st s o T+
ManiTHUX Pop-up, Cookies, e | P i
. . | mwimanT Bac, i Cogmily b af5abs svieey
Java-amneriB, Java-ckpurmris, ———— S e
ActiveX, Gif-agiMamii, KOHT- . B,
. . T Ot e~
pOJIb TIporpaM i KOMITOHCHTIB,
AQHTUIIMUTYHCHLKAA CKaHep Ta ~ O

iHLIE. Puc. 7.17. Bikao Zone alarm pro 6

[Ipu pobGoti 3 Ge3kowTO-
BHOIO BEpCI€I0 MPOrpaMy KOPUCTYBad MOBUHEH BKA3aTH TUIbBKK MOTPIOHUN PIBEHb
Oe3IeKn — cIaOKuil, 3BHYalfHUI Y1 BUCOKHIA.
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B mutatHiii Bepcii 1o0aBiieHO 0arato cepBICHUX KOMIIOHEHTIB, 30Kpema BOY0-
BaHUW aHTUBIPYC, MOKJIMBICTh BEJICHHS CIIUCKIB 3a0JI0KOBAaHUX MOPTIB, Ta 1H.

7.3.5. CucteMHu KOHTPOJIIO 3MIiCTY Ta AHTHCIIAMY

CriaM — po3cuiiKa sIKOro-HeOy/ b MOB1IOMIICHHS (YacTillle peKJIaMHOTO Ui KOMe-
PIIAHOTO XapakTepy) 6araTboM aapecaTam JJid AKUX 11€ MOBIIOMJICHHS HeOaXKkaHe.

[Tpn vomy mpoOiema craMy CTOCYEThCS HE TUIBKM €JIEKTPOHHOI IMOIITH, a ¢
ICQ, SMS-noBigominienns, To6To mpoOiaemMa CTOCYETbCS KOXKHOTO, XTO BUKOPHUCTO-
BY€ €NEKTPOHHI 3aco0u CHiIKyBaHHA. Bimomo, 1o HaBiTh y caMUX HAJIHHUX TPO-
BaiifiepiB Moxke OyTH "BHUTIK" 0a3 MOMITOBUX aJipec.

Heb6axkaHa rornra 11e He 3aBXIu CIlaM, OCKUIBKH 10 Hel MOXKYTh BITHOCHUTHCS:

1. momTa, HarpaBjIeHa TOMHIJIKOBO (TEXHIYHUMH CITy>KOaMU YU JIFOIbMH ),

2. TexHIYHA KOPECTOHJEHIIA (MOBIJOMIICHHS MPO JIOCTaBKY KOPECIOH]ICH-
1111, TPO MOMMJIKOBICTH e-mail aapecwu, 1 T.1.);

3. aBTOMAaTW4Hi1 MOBIJOMJICHHS BiJ] aHTUBIPYCHHX IMPOTpaM MpPO HASIBHICTh
BIpYCIB y BIAMPaBIICHI KOPECIIOH/ICHIIIT;

4. NMUCTH BiJ IIJIOBUX MApTHEPIB, 110 3B’ sA3aIUCh 3 Bamu Bepiie.

OckibkH 1151 Ipo0JieMa BUHHKIIA JIOCUTh JIABHO, ICHYE JIBl TPYIU MPOTpam, mpu-
3HaUCHUX i1 60poThOM 3 cnamowm. Ilepmni micTsaTe 6a3y "dopHux'" ajmpec cnamepis,
SKa TIOCTIMHO OHOBIIIOETHCS, 1 MPU HATXOHKEHHI BiJl HUX JIMCTAa BUIAISIOTH HOTO.
[HI11, HABMaKu, MPONMOHYIOTh KOPUCTYBady CTBOPUTH "Olnuil" CIHCOK ajpecaris, a
1HIIT TTOB1IOMJICHHSI OJIOKYIOTb.

Anti-Spammer (puc. 7.18) — mpaiitoe K caMOCTIHHUHN 10AaTOK, HE BOYIOBYIO-
YHCh B INONITOBHI KIEHT, alic B g AntiSpammer 107 [ 1]

TOM K€ Yac MOXe IpalfoBaTu pa- ~ =
30M 3 ITIOLITOBOIO MPOTPaMoOIo.

@06 06
OG6poOiisie HeOaXkaHi TOBIJI- || Mucewa

CuuTEIBEaEM HOEOCTH CEpEEpa...

OMJICHHS 32 MPHHITUIIOM "O110r0" Cipirilbsh PABBMETpALE Sapeiia.;
CIUCKYy (xoua '"4opHUU" CHUCOK
TEX BUKOPHUCTOBYETHCS). Bam He-
00XIJIHO JOoJaTH B Iporpamy o00-
JikoBi 3anmucu momtu (iX KiJib-
KICTh HE OOMEXeHa), a MICIs 1bO-

—Loags

'O 3aHECTHU B 6a3y YTHHiTH aI[peCI/I 23:20:39 CuMTeIBaEM HOBOCTH C CEPEEPA... -
. . 23:20:40 CyWTRIESEM NAPAMETPE C CEPEEPA...

BalllMX KOPCCIIOHACHTIB 1 BKA3aTHU =

TeMY’ JINCTHU 3 SKOIO 6y,HYTI) HpO' ’ OcTaHoBuT NpOBEpKY H Enit ]

IIyCKaTUCH.

[lporpamMa 34uUTYe ajpecy Puc. 7.18. Poboue BikHO Anti-Spammer

BIJITPaBHUKA 1 TEMY KOKHOTO 3 JIMCTIB, IMICIIA YOTO MEPEBIPUTH aJAPecy Ha BIANOBIA-
HicTh "OUOMy" crmcky. [pyruii eram - MOpIBHSHHSA TeMH JIMCTa. SIKIO ajapeca 4u
TEeMa JIMCTa 30iraroThCs 3 3aHECEHHMH B CITMCOK, JIUCT MPOITYCKAEThCS, SKIIO X Hi,
azpeca BIAIpaBHUKA 3aHOCUTHCA B "dopHuil" cmucok. [lami mporpamoro ampecaty
BIJIITPABIISIETHCS TTOBIJJOMIICHHS MPO T€, IO JIMCT HE OyB OTPUMAHMM 1 10 AJIT MOTO
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oJiep KaHHs MOBIJOMJIEHHS MOTPIOHO BIANPABUTH 1€ Pa3, YKA3aBIIH 3aJaHy TEMY JIH-
cta. CaM JIMCT BHUJAISETHCS YU CKAUYETHCS 1 30€pIiraeTbes B MPOrpami.

[Ticns 00poOkm Anti-Spammer BX1JHOI MHOIUTH, MOYKHA 3allyCKaTH IOILLTOBY
porpamy.

Spam Washer € nocepeqHUKOM MiX CEpPBEPOM 1 MOIITOBUM KIIEHTOM, OJHAK
MOJKE€ CITY>KUTH 1 3aMIHOIO MOLITOBHUKY, T03BOJIsIE GUIBTPYBATH BXIAHY MOIITY, BUKO-
PHUCTOBYIOUH MPH IIbOMY SIK yOyIOBaH1 IpaBHiia, TaK 1 CTBOPIOBaHI KOPUCTYBAUYEM.

7.3.6. ABTeHTH(}IKALIA KOPHCTYyBa4a

[lepmuMm eTamom Ha HUIAXY 3aXUCTY pecypciB 1H(POPMAIIHOI CUCTEMH € Opra-
Hi3allisl IEPEBIPKH, YU € KOPUCTYBay, KMl BXOJUTh B CUCTEMY, TUM, 32 KOI'0 BiH ceOe
Bugae. Cama mporneaypa nepeBipku HOCUTh Ha3BY asmeHmugikayii KOpuCcTyBaya.

ABTeHTH(}IKALIIIO KOPUCTYyBaya MOXHA BBaXaTH OCHOBOIO IMPOTPaMHO-
TEXHIYHHUX 3aC001B O0€3MEeKH, OCKITLKH 0araTo iHIIUX CEPBICIB po3paxoBaHi Ha 00CITY-
TOBYBaHHS caMe iIMEHOBaHHX CyO0'ekTiB. SIK mpaBumio, mporeaypa mepeBipku (puc.
7.19-7.20) cknamaeThes 3 IBOX €TariB: iAeHTH(IKali Ta Bepudikarii.

[lin idenmugbikayiero po3yMitOTh NPOLEAYPY HPEACTABICHHS KOPUCTyBaya CUC-
Temi. 3BHYaiiHO I1€ BiAOYBa€ThCS LMUIAXOM YBEJIEHHS IMEHI, i SKHM KOPUCTYyBay 3a-
PEECTPOBAHUM B CUCTEMI.

Bepudgirayis — ue npouenypa, iky cucreMa BUKOHY€ I TOT0, 00 MepeKoHa-
THUCS, 110 KOPUCTYBay, KU BXOJUTh B CUCTEMY € CaM€ THM, YUE 1M’sl BIH BBIB IIPH
igeHTudikamii. Jas nporo KopucTyBady MPONOHYEThCS BBECTH IApOJIb, SIKHM Oyje
NOPIBHAHUH 3 TAPOJIEM B 3aMKCi 00JIKY I[bOTO KOPUCTYBaya.

Bukopucranns 115 aBTeHTU]IKALIT KITI€HTA IBOX €JIEMEHTIB YTPY/IHIOE Helera-
JbHE IPOHUKHEHHS B CUCTEMY, OCKUIBKU JUISl yCIIXy NOTPIOHO MOJOJIATH JiBa HE3a-
JexH1 6ap’epu.

[MogxnwueHHe K 192.168.0.1 (T ———

b a3a aaHHem

‘ CAPROGRAM FILESRF‘&HUSRDATMF‘.J

Squid proxy-caching web server
MNonb30EaTENk

] s
Monb30EaTENL! £ oooos " s % o |
: | M
Napone: ssesew
PEAIALULY . |
COxPAHHTE Napons U G Mapone: |

( O H OTHEHA ] Ormena ‘ Crpagka ‘

Puc. 7.20. [TepeBipka kopucTyBaua, 110

Puc. 7.19. ABTopu3aiis npH miIKJII0YEH- . <
BXOJUTH B iHPoOpMarliitHy cuctemy Ilapyc

H1 10 Internet
Y MepekHOMY Cepe/IOBHILIL, KOJIU CTOPOHHU TEPUTOPIAIBHO PO3HECEH1, Y PO3IJIs-
HYTOTO CEpBICYy € 1Ba OCHOBHUX ACIEKTU:
1) mo cayxuth BepudikatopoM (TOOTO BUKOPUCTOBYETHCS ISl MIiATBEp-
JOKCHHS CYTHOCTI Cy0'eKTa);
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2) sik oprani3oBaHuii (1 3axXUIIEHUI) OOMIH TaHUMHU.
Cy0'ekT MOXKe MIATBEPAUTH ceOe, BAKOPUCTABIIIN:

® 1[0Ch, 1110 BiH 3HAE (MApOJIb, OCOOMCTHH 1eHTUDIKAIIHHUNA HOMEP, KPHUII-
TorpadiyHUi KITOY 1 T.11.);

® III0Ch, YMM BiH BOJIOJIi€ (OCOOUCTY KapTKy YH 1HIIUN MPUCTPii aHAIOT14-
HOT'O NPU3HAYEHHS);

® II[OCh, 1110 € YACTUHY HOTO camMoro (roJjioc, BIAOMTKH MabIlIB 1 T.I., TOOTO
CBO1 O10METPUYHI XapaKTEPUCTUKH ).

[Iponeaypu aBTeHTHU]IKALIT TPAKTUYHO 3aBXKIW BHUKOPUCTOBYIOTHCS KOJHU IIO-
TPIOHO SIKUMCh YHHOM OOMEXHUTH JOCTYI. TyT MOKHA 3ralaTd Mpo BBEJACHHS JIOTIHY
Ta MAPOJIIO MPHU BIAKPUTTI MOLWITOBOI CKPUHBKH, BUOIP CEAHCY KOPUCTYBaya CUCTEMHU
Ta BBEJICHHS MapOJIi0, KOPUCTYBAHHS IUIACTUKOBOIO KapTOYKOK B OaHKOMAaTI Ta iH.
3BUYAHO, cUCcTeMa MapoiiB peani3yeThCs MPOCTIillle Ta MOTPEOy€e MEHILE PecypciB,
HIX OloMeTpu4Ha Bepudikallis, aje 1 napoib miaidpaTu Jerue.

B ognomy 3 mict CIIA B nopsinky ekcnepumeHTy Oyiia BBe[eHa O10MeTpuyHa
BepudIKallisl Mpu 3HATTI FOTIBKM B OAHKOMATI, KUIbKICTh KpPaJiXOK 3HU3UJIACh HA
70%. 3BuuaiiHO, MpU BUOOPI MOTPIOHO KEPYBATHUCH CIIBBIAHOLIEHHSM MOXJIMBHX
30UTKIB MIPU HECAHKLIOHOBAHOMY MPOHUKHEHHI 1 MOTPIOHUMH BUTPAaTaMU Ha CUCTe-

My.
7.3.7. llndpyBaHHs JaHUX

OnHi€ro 3 TOJOBHUX MPOoOJeM OE3MeKH B KOMIT IOTEPHUX MEPEXax 3aBkau Oyia
npobsema nepenadi 3aKpuToi 1HPopMallli yepe3 BIAKPUTI KaHaiuu 3B A3Ky. [Ipuyomy
OCHOBHMMH ME€XaHI3MaMH MOpYLIEHb O€3MeKH MpU Nepenadl €: NepexXOIUICHHS, MO-
audikamis i Ganbcudikais.

YHEMOXJIMBUTH YUTaHHS JTAHUX CTOPOHHIMHU 0COOAMH JT03BOJISIOTH MPOLIEYPH
mudpyBaHHS.

Hlughpysanus (ciphering, encryption) — ye nepemeopeHus. OaHux y Gopmy, uio
He 0a€ MOACIUBOCMI De3N0CePeOHb020 CRPUUHAMMI 3aUUPPOBAHOI iIHpopMayi.

B ocHoBy mm¢ppyBaHHs MOKJIaJAE€HO ABa €JIEMEHTH: KpUITOrpadiuHUi alroputM
1 KJTEOY.

Kpunmoepagiunuii aneopumm — mamemamuuna QyHKYisa, saKka KOMOIHYE 8i0-
Kpumui mexcm abo iHuLy 3p03yMIny iHGopmayiio 3 JAHYIONCKOM yucen (Kioyem) 3
Memor OMPUMAHHS HE38 A3aH020 (WUpposano2o) mexcmy.

[TpuayMaty HOBUM aNrOPUTM CKJIAJHO, TOMY CTaHAAPTHI aIrOPUTMH BUKOPHUC-
TOBYIOTh 3 Oararbma kiatouamu. HamiiiHicTe aniroputMy mudpyBaHHS 3aJI€KUTh Bij
JOBXMHHU BUKOPUCTOBYBAHOTO KJIOYA.

JloB»KHHa KJTtoua — KUTBKICTh OIT y KIIIOYi, SIKa BU3HAYA€ YHUCIIO MOXKIUBUX KOM-
O1HAaII.

Jlnst 30epiranHs KJIIOYiB ICHYIOTH 1 anapaTHi 3aco0u. Lle MiHlaTIOpHI IPUCTPO,
cepell SKMX HaWOUIbII MOIIMPEH1 IUIACTUKOBI CTAPT-KAPTKU, 110 MPUETHYIOTHCA 0
USB-noptiB komm’totepa. BoHM X MOXyThb BUKOPUCTOBYBATHCS 1 JUIsl 30€piraHHs
napodiB. L{i npuctpoi MoxxyTh OYyTH MPOCTUMH 1 MaTH OOMEKEeHUI HaO1p PyHKIIN uu
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JNOCHUTh OTY)KHUMHU. OCHOBHA MepeBara, 1o 3JJOBMUCHUK MOKE aTaKyBaTH iX TLIbKH
IpY NPUETHAHH] A0 KOMIT I0Tepa, TOOTO Ma€ 3HATH 1 4ac M1JKIIOYEHHS.

Ockinbku mupyBaHHsA 3AIMCHIOETHCA 3 BHKOPUCTAHHSIM KPUOTOTpadiuHOTO
kmtoda (cryptographic key, cryptokey a6o mpocto key), TO 3 BUKOPHUCTaHHAM KJIHOYa
31ACHIOETHCS 1 3BOPOTHA Ipoleaypa el pyBaHHs, TOOTO NPUBEACHHS 3alIu(po-
BaHO{ 1H(OpMaIIii 10 TEPBUHHOTO BapiaHTa.

[Ipuknagom BUKOpUCTaHHS KpunTorpadii € 0aHKIBChKI NOCIYTH 1 IUIATEX1 B -
anoroBomy pexumi. Enekrponnuii 0i3HEC MOXeE ICHYBaTH TUIBKH 32 YMOBH KOH(i1e-
HUIAHOCTI 1H(pOpMAallil, OJHUM 13 HaKpaluX METOIB 3a0€3MeUEHHs AKOi € KPUIITO-
rpadis.

Icaye aBa meToau mmdpyBaHHS JaHUX — MepecTaHoBKa 1 3aMina. [Ipu Bukopuc-
TaHHI QJITOPUTMY MEPECTAHOBKHU 3MIHIOETHCA MOPSIOK OITIB IpH nepecuiianHi. Ha-
npukian, Bu 3 agpecaroM 3apaHi JTOMOBWIKMCH HPO NEPEUEHHS MEpUIOi JITEPU B Ki-
HEllb CJI0BA, TOMY IMPHU BIAMPABI MOBIIOMJIEHHS ,,KHHUra” moBijloMIeHHs Oyae MaTh
Burisiy ,,Hurak”. SIkmo npu mu@pyBaHHI BUKOPUCTOBYBATH aJIrOPUTM 3aMIHM, He-
00X1JIHO MaTH MEBHUM 11a0JI0H J1JI 3aMIIEHHS] CAMBOJIIB, 10 BIMPABISIOTHCS. SIKIIO
IpU KOJyBaHHS BUKOPUCTOBYBATH iX MOPSAIKOBI HOMEpHU B ai(aBiTi, TO MOBIIOMIICH-
Hs Oyzae maTtu Burisyg ,, 15 18 114 17

[Ipyn BHKOpHCTAaHHI OJHOIO 3 METOJIB, JOCUThH JIETKO MIIOpaTH KItO4Y, TOMY
HANUOUIBII PO3MOBCIOP)KEHUM METOJOM € YEProBE€ BUKOPUCTAHHS METOJMK 3aMIiHU Ta
nepecTtaHoBKU. {1 BU3HAUEHHS KIIIOYa, A7 BUKOPUCTAHHA NMpHU MH(pyBaHHI 1 Je-
mudpyBaHHI MOBITOMIIEHHS, 3aCTOCOBYIOTh CKJIaHI MaTeMaTU4IH1 POPMYJIIH.

Po3pi3HAI0Th CUMETPUYHY 1 acuMeTpuuHy Kpunrorpadiroo. B nepuiomy Bumaaky
i mudpyBaHHsa 1 Jemm@pyBaHHS BUKOPHCTOBYETHCA OAMH KI04. B nmpyromy —
nepen0avyaeTbCcsl BAKOPUCTAHHS 3arajibHOro (i1 mugpyBaHHs) 1 TaEMHOro (i1 Ae-
mudpyBaHHs) KII04a. 3aradbHUil 1 TAEMHHUI KJIIOY TIOB’A3aH1 OJIMH 3 OJJHUM MaTema-
TUYHOIO (PYHKIII€10. 3arajlbHU{ KJIIOY MOBUHEH OyTH BIIOMHUHN KOXHOMY Oakarouomy
BIIPAaBUTH MOBIIOMJICHHSA. 3alu(poBaHe 3a JOMOMOTOI0 3arajJbHOTO KIF04a MOBij-
OMJIEHHSI MOKHA IPOYUTATH TIIBKHA IPHU 3aCTOCYBaHHS TAEMHOTO Kito4a. OCKUIbKH
aJpecaT He 3alliKaBJICHUI B PO3TOJIOIICH] TAEMHOTO KJIH0Ya, TIILKU BiH MOXE MPOYH-
TaTU TOB1AOMJICHHS.

ANTOpUTMH aCUMETPUYHOTO IMIM(PPYBAHHS MOXKYThb BUKOPHCTOBYBATHUCS IS
CTBOpPEHHs HU(poBUX NMIANUCIB. LIMPpoBHil MIANUC — KOHKPETHA peaii3allis KpUITo-
rpadiuyHOi CUCTeMH 3 BIAKPUTUM KiroueM. [[i1st 3B’ 43Ky iIMEH1 KOHKPETHOTO CyO’€KTY
3 BIAKPUTUM KIIIOYEM BHUKOPUCTOBYEThCS IudpoBuii ceprudikar. LHudposuii ceptu-
¢ikat — 1e iM’s, BIIKpUTHH KIII0Y Ta mianuc. Bugauy mudpoBux cepTudikatis 3aiiic-
HIOIOTh JIEp’KaBHI M KOMEpLiiHI cepTudikaniiini neHTpu. HaiOupm po3noBcropke-
HUM CTaHAapTOM, L0 omucye gopmar cepTu(ikariB BIIKPUTHX KIIOUYIB € CTaHIAPT
X.509.

Binowmi ceprudikamiitai nentpu (VeriSign, Cybertrust 1 Nortel) Bunatots nnd-
poBi cepTudikatu, MO MICTATH iM’ s BIACHUKA, HAa3BY CepTU(]IKAIIHHOTO IEHTPY, BiJ-
KPUTHI K04, TepMiH Iii ceptudikata (Big 6 MICAIIB 10 POKY), Kiac Ta iaeHTudika-
niitauii Homep umdpoBoro ceptudikara. CepTudikat MoXKe HaleKaTH 10 OJHOTO 3
YOTUPBHOX KJaciB. [yl oTpuMaHHs cepTU(IKaTy MEepUIOro Kjacy JOCUTh HAaJaTH 1M s
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1 aapecy elIeKTPOHHOI momTh. J[jisi yeTBepToro piBHS — MOCBIAYEHHS OCOOUCTOCTI,
JaTy HApOKEHHS, KapTy COLIAJIBHOIO CTPaxyBaHHs, MEpPEeBipKa KpeIUTO3]aTHOCTI,
nocajay BJaCHUKA B YCTAHOBI Ta 1H. YAM BHILMNA Ki1ac cepTU(IKATy, TUM OUIbIII BH-
MOTH Bepu(ikalii, 1 TUM BHILE PIBEHb JOBIPH 0 HHOTO.

Bunaua ceprudikaty 3a1icHIOETBCS 3a meBHY miuaTy. CepTudikaiiifiHi HeHTpU
TaKOXX HECYTh BIJIMOBIAANBHICTh 3a BEACHHA 1 MyOJiKaIlil0 CIHUCKIB HEIINCHUX cep-
TU(IKATIB.

7.4. InpuBinyajabHi 3aBaaHHs Ne7

Hanaromkennsi 6e3neynux napamerpis agoctymy 10 Internet B 6pay3sepi. Buko-
PUCTAHHA AaHTUBIPYCHHUX MPOIrPaM Ta MizKMepe;KHUX eKPaHiB

1. BcranoButu Oe3neuni mnapamerpu jgoctymy jnao Internet B Opaysepi Internet
Explorer.

2. Bu3zHauuTy, 41 MarOTh MOAI0HI MOKIIMBOCTI HACTPOIOBAHHS 1HIIII BUKOPUCTOBYBA-
H1 Bamu Gpay3sepu.

3. [lepeBipuTH, SIKUW JOJATKOBHMM 3aXHUCT BCTAHOBJIEHO HA BAIlOMY KOMII IOTEpi: aH-
TUBIpyCH, OpaHaMayepu, aHtTucnamepi 1 T.11. [1o-MoKIMBOCTI, epeBIpTE K1 BOHU
MaroTh QYHKIII].

4. Bu3HauuTH, KOJIM B OCTAHHE OHOBJIIOBAJIach aHTUBIPYCHA 0a3a JaHUX.

. [lepeBipuTtu auckery ta nanky Student Ha HasIBHICTb BIpYCIB.

6. [lepeniuntu B IKMX BHUIMAJIKaX, IPU BUKOHAHHI J1a0OpaTopHUX poOiT Bu cTukanuch
Cc mpolieayporo apropu3zailii. CKomniroBaT OJ{HE 3 BIKOH Y 3BIT.

W

KonTpoJbHi 3anutanus

1. [aiiTe Bu3HaueHHs Bipycy. Ik BoHU ceOe MOBOJSATH?

2. o take anTHBIpYycH. J1Ji1 HOrOo BOHU NpU3HAYEHI?

3. ki 3axoau MOTPiIOHO 3aCTOCOBYBATH [IJIsl 3HMKEHHS BIPOT1AHOCTI MOMAIaHHS Bi-
pyCy B KOMIT FOTEP?

4. Yuwm Biapi3HaeTbcs OpaHaMayep BiJl aHTUBIPYCHOI porpamu?

5. Oco6MBOCTI J1i TPOSHCHKUX MPOTrPaM.

6. B uomy HeOe3neka MepexxHUX XpoOakiB?

7. Slx Bu BBaxkaere, K1 MporpamMu HaulOUIbII HEOE3MEUH1 JJig KOPIOPAaTUBHUX Me-
peX Ta 3BUYATHUX KOPUCTYBaUiB.

8. Sxi nopatkoBi npo@iIakTUYHI 3ac00M OE3MeKH, Ha Ballly JYMKY, HOTPIOHO BHKO-

puctoByBaTHu?

9. Sk mepeBipuTH KOMII IOTEp Ha Bipyc?

10. Uu 000B’s13K0BE CIbHE BUKOPUCTAHHS NpoLeayp 1aeHTu(ikamnii ta Bepudikarii?
Sk Hi, IPUBECTU MPUKIIAIHU.

11. Ilo Ttake mudpyBanua?

12. B 4oMy pi3HULSA MK CAMETPUYHUM 1 ACUMETPUYHUM IHUPPYyBaHHIM?

13. Ilo Take uudposuii ceprudikar?

14. SIxa posb cepTUdiKaLITHUX LEHTPIB?
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